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2 Nevertheless, they reserve the right to
communicate such correspondence to the
competent authorities in order to ensure the
application of their national laws or the execution
of international conventions to which they are
parties.
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No one sha ,

interference with his privacy, family, home or
correspondence, nor to attacks upon his
honour and reputation. Everyone has the right
to the protection of the law against such
interference or attacks.
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* Collection
collection of persc ation should be
limited to relevant matters and necessary to
fulfill purpose.

* Accountability/ Transparency - data
controllers should be accountable;
transparent process

* Access and accuracy — consumers have the
right to access their data and update them
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e Security — secure and responsible handling of
data



Civil Code :

“Art. 26. Every person shall respect the c bersonality, privacy and peace of mind
of his neighbors and other persons. The following and similar acts, though they may
not constitute a criminal offense, shall produce a cause of action for damages,
prevention and other relief-”

“Art. 32. Any public officer or employee, or any private individual, who directly or
indirectly obstructs, defeats, violates or in any manner impedes or impairs any of the
following rights and liberties of another person shall be liable to the latter for
damages:

(11) The privacy of communication and correspondence;
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“In the last few decades, technology has progressed at a galloping rate. Some
science fictions are now science facts. Today, biometrics is no longer limited to the
use of fingerprint to identify an individual. It is a new science that uses various
technologies in encoding any and all biological characteristics of an individual for
identification. It is noteworthy that A.O. No. 308 does not state what specific
biological characteristics and what particular biometrics technology shall be used
to identify people who will seek its coverage. Considering the banquest of options
available to the implementors of A.O. No. 308, the fear that it threatens the right
to privacy of our people is not groundless.”
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may interfere with the individual's liberty of abode and travel by enabling authorities to
track down his movement;

may also enable unscrupulous persons to access confidential information and circumvent the
right against self-incrimination; it may pave the way for "fishing expeditions" by government
authorities and evade the right against unreasonable searches and seizures.

individual lacks control over what can be read or placed on his ID, much less verify the
correctness of the data encoded. They threaten the very abuses that the Bill of Rights seeks
to prevent.

The ability of sophisticated data center to generate a comprehensive cradle-to-grave dossier
on an individual and transmit it over a national network is one of the most graphic threats of
the computer revolution. When information of a privileged character finds its way into the
computer, it can be extracted together with other data on the subject. “
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Anti-Wire
NTC MC 4-06-20
DTl Department Administrative Order #8
Access Device Regulation Act "
E Commerce Act (R.A. 8792)
Data Privacy Act

Cybercrime law



when m activated
(sometimes to failure to
register by a required deadline.

* Restricting consumers accessiblity to mobile
communications by limiting the locations
where new prepaid SIM cards can be
purchased.
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register

* Increasein m over their
privacy and freedom of speech, particularly in
the absence of national laws on data
protection and freedom of expression.
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prepaid.

The future of SIM is being seamless and SIM less

Cloud SIM became the first sim-less SIM card to be launched for mobiles. Cloud SIM
was launched officially in October 2016 through a mobile company, named 'Cloud SIM
telecoms' who created the software and infrastructure around the concept of having
a mobile without a physical SIM card. 'Cloud SIM telecoms' introduced this innovative
concept through a app model which transferred inserting SIM card to downloading a
SIM card.
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