BATTLING
DISINFORMATION:

HOW TO FIGHT BACK
AGAINST “FAKE NEWS”

BY RON LOPEZ



DISINFORMATON IS NOT NEW



MYANMAR A Genocide Incited on Facebook,

With Posts From Myanmar’s Military

 Disinformation is used to
spread hate speech and
incite violence

* People behind
disinformation 1s radical
Buddhist organizations
and military

A border police officer at a repatriation center for Rohingya returning to Myanmar. Human
rights groups blame anti-Rohingya propaganda online for fueling violence and
displacement. Adam Dean for The New York Times




INDONESIA

Disinformation 1s usually at
peak during the election
season

High number of Internet
users but low 1n digital
literacy



DOOMED LION AIR
PLANE ALLEGED
LAST FOOTAGE

-The video gathered millions
of videos and reported by news
sites as fact

-But 1t was from another Lion
Air flight that did not crash




NEWS  MUSIC ~ MOVIE  LIFESTYLE TV POLITICS i i

Bill Gates arrives with $20 billion to invest in
the Philippines . — PHILIPPINES

 Disinformation is usually
political in scope

* Social media
disinformation started to
gain ground during 2016
elections
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The world’s richest person, Bill Gates, has arrived in the

Philippines, he tweeted.

Bill Gates made headlines months ago after he
expressed interest in investing in the Philippines with
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billions of Dollars.
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The billionaire arrived in Manila late Thursday night RO



THE ARCHITECTURE OF NETWORKED DISINFORMATION
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~  Community-Level Fake
Account Operators

FAKE NEWS CHART

“It is a professionalized
enterprise: hierarchical in
its organization, strategic
in its outlook and
expertise, and exploitative
in its morality and ethics.”

Architects of Networked Disinformation:
Behind the Scenes of Troll Accounts and
Fake News Production in the Philippines



Pope to Filipinos: Duterte is your son, chosen by God.
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Pope to Filipinos: "Duterte is your son, chosen by God. "

Pope Francis has urged the Filipinos to put their country in prayer amid the ongoing challenges
surrounding the top leadership.

The Pope assured citizens that the Philippines, the 'storm’ will eventually calm down with time
and that, people should not panic.
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Hillary Clinton Shows Duterte Some
Love | A must-read for all
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American politician and the nominee of the Democratic Party for President of the United States in
the 2016 election, Hillary Clinton has for the first time added her voice to the ongoing Drug War in
the Philippines.
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Several world leaders have had their say about the drug war embarked on by the newdy elected
president of the Philippines Rodrigo Duterte,

While others have criticized the assoclated extrajudiclal Killings, many others have also ralned
pralses on the president for taking a giant step in ensuring a drug-free Philippines.

What Others Are Reading
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» How a 22-Year-Old Girl Became a Millionaire In 30 Days

» 22 Movies Where They Really Did It




radionz.i-telecast.com/?s=philippines

NEWS MusIC MOVIE LIFESTYLE TV POLITICS

MISS UNIVERSE PHILIPPINES AND 14 OTHER CONTESTANTS
RUSHED TO HOSPITAL AFTER SUSPECTED FOOD POISONING
The Philippines’ representative at the Miss Universe 2017, Maxine Medina, together with other
14 contestants were rushed to the hospital after...

™ MTV 3 AUTHOR ANUARY 29, 2016

WORLD BANK APPROVES 500 PHILIPPINES PESO BILL
BEARING DUTERTE’S PICTURE

WASHINGTON — The president of the World Bank, Jim Yong Kim, has endorsed a 500
Philippines Peso bill bearing the picture...

NEWS MTV 3 AUTHOR ANUARY 26, 2016

BILL GATES ARRIVES WITH $20 BILLION TO INVEST IN THE
PHILIPPINES

The world’s richest person, Bill Gates, has arrived in the Philippines, he tweeted. Bill Gates
made headlines months ago after he...

NEWS MTV 3 AUTHOR ANUARY 13, 2016
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~ Duterte Attracts More Investors As Bill
Gates Invests S2o0 Billion In The Philippines
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IMPLICATIONS OF
DISINFORMATION



Disinformation can win
or lose elections



Disinformation causes violence



‘Fake News’ CNN receives
bomb package

President Donald Trump
has repeatedly called
CNN as ‘fake news’

@CNN

This is the suspicious package received this
morning at the Time Warner Center, which
houses the CNN New York bureau.

Police say the package appeared to be

a “live explosive device.” It has now been
removed and taken to a NYPD facility in the
Bronx. cnn.it/2D07PBX

1:26 AM - 25 Oct 2018
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Disinformation undermines critical media



CAN WE STOP
‘FAKE NEWS’?



facebook.

-Prohibit several websites from
being shared on Facebook

-Took down pages and
accounts, many are associated
with President Duterte

You can't post this because it has a blocked

ink: The content you're trying to share
l\ ncludes a link th: 1t our security systems (le

detected to be unsafe:Body of an error/warning

message. Title is: You can't post this because...
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1 THESE FAKE REPORTS TRENDED ON SOCUA MEDIA THES WEEX. DON'T BELIEVE THEM SEPTEMEER I15-29. 2017

VEe!' This week in FAKE NEWS

Fake because: It's misleading and incorrect.

. 1 he pOst was originally t hed !1".‘ the satu website NEWSP)
. } y Buzz reposted 1 their website on Sept. 27. without

. he post confuses an exe tve 0 ‘h", SSUE y the MFres l]‘.‘l!ll with

v, passed by Congre

Duterte Signs Executive Order On “No
Homework Policy” For All Student Levels.

The Real Deal:
DUTERTE DID NOT SIGN ANY
‘NO HOMEWORK POLICY”

A day before this fake news trended, Duterte repeated a
story about his daughter, Kitty, asking him to scrap the K-12
program. Duterte refused, and jokingly said he was the first

K-12 student as it took him seven years to finish high school.
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Fake because: The headline and the thumbnail of the video mislead.
The content is actually a 10-minute video first posted in May 2017
that combined clips of a news report on the Philippines at the United
Nations Periodic Review and a speech by Interior and Local
Government Assistant Secretary Epimaco Densing Il on the “positive
impacts” of the war on drugs.

TWESE FAXE REPORTS TRENDED OW SOCUAL MERUA THIS WEEK DOWT BELIEVE TWEM

This week in

Duterte Balita

A 18 at M A
SHMOCKING NEWE: UNITED NATIION NAGULANTANG SA
KASINUNCGALINGAN NI DE LIMA AT LENI ROBREDO! Panog

kababayan at wag o kalimutan eshare pars malar
cOmmen T your resction Mees and Share N
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SHOCKING NEWS: UNITED NATION
NAGULANTANG SA KASINUNGALINGAN NI DE
LIMA AT LENI ROBREDO! PANOORIN
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The Real Deal:

REPORT CLAIMING ROBREDO, DE LIMA’S
LIES SHOCKED UN

The story trended days after Vice President Leni Robredo
and other Liberal Party members drew flak for posing at the
Holocaust Memorial in Berlin, Germany. Robredo later

Issued an apology, saying she “takes full responsibiity” for
having offended people.




T, THESE FAKE REPORATS TRENDED ON SDOAL MEDIA THIS WEEX. DONT BELEWE THEM

. This week in

Fake because: It's untrue. Chinese President Xi Jinping
never mentioned the Philippines and President Rodrigo
Duterte in his opening speech at the Boao Forum for Asia
on April 10, as shown in the video.
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WOW, CHINA HANDANG DEPENSAHAN S| " IASIA
DUTERTE LABAN SA UN AT ICC!
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The Real Deal:
Xl SAY IT WILL DEFEND
DUTERTE FROM UN AND ICC

forum and on the sidelines

Duterte was in Hainan for the
held bidateral talks with Benying. In his speech, Xi urged
nations to upt i the UN Charter 1o maintain internatona

order. China's foreign ministry March 30 welcomed the

country's withdrawal from the intematonal Criminal
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http://blocked.site

This site has been flagged
by the National Union of R ——]

Journalists of the Philippines
for containing fake news.

CLICK FOR MORE INFO
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u Write a comment
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ADDED TO CHROME

% Compatible with your device

Fakeblok - Real journalists want you
to stop sharing fake news on
Facebook.

Fakeblok - Real journalists want you to stop
sharing fake news on Facebook.

Fakeblok calls your attention when links
from websites that tend to post fake news
appear on your Facebook newsfeed. This list
of links is curated, fact-checked and
monitored by a group of independent media
professionals. The Fakeblok project is a
collaboration between the National Union of
Journalists of the Philippines, and the Center

A Website
o Report Abuse
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Version: 1.3.1

Updated: August 6, 2017
Size: 170KiB
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MOCHA USON BLOG shared a link.
Yesterday at 1:26am - &

This site has been flagged
by the National Union of
Journalists of the Philippines

for containing fake news.

I'LL READ IT ANYWAY

CLICK FOR MORE INFO
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STOP THE SPREAD
OF FAKE NEWS

FAKEBLO)I

Report fake news

Learn how to spot fake news

Download from Chrome Store
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https://fakeblok.com
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HELP US FLAG FAKE NEWS

Report fake sites. Our real journalists will vet them.
If you think you've come across fake news, report the URL here.

I'm not a robot
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Media and information
literacy campaigns



THANK YOU!



